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SECTION 282300 - VIDEO SURVEILLANCE 

PART 1 - GENERAL 

1.01 SECTION INCLUDES 

A. The video surveillance systems installed, and work performed under this division of the 
specifications shall include but not necessarily be limited to the following: 

1. Video Management Software 
2. Interior Cameras 
3. Exterior Cameras 
4. Camera Supporting Equipment 
5. Workstations 
6. Network Video Recorder 
7. Miscellaneous Equipment 
8. Data Transmission Wiring 

B. The work to be done under this section of the specifications shall include the furnishing of labor, 
material, equipment and tools required for the complete installation of the work indicated on the 
drawings or as specified herein. All work to be coordinated with the construction manager 
and/or Owner and completed within their published schedule. 
 

C. All materials, obviously, a part of the video surveillance system and necessary to its proper 
operation but not specifically mentioned or shown on the drawings, shall be furnished and 
installed without additional charge. The contractor shall furnish a complete, turnkey solution. 
 

D. The drawings and specifications are complementary to each other and what is called for by one 
shall be as binding as if called for by both. If a discrepancy exists between the drawing and 
specifications the contractor shall notify the architect, engineering and consulting team (A/E) 
immediately. 

1.02 RELATED SECTIONS 

A. Drawings and general provisions of the Contract, including General and Supplementary 
Conditions and Division 01 Specification Sections, apply to this Section. 

B. Applicable portions of general requirements/provisions shall be considered a part of this section 
and shall have the same force as if printed herein full. In addition, all information related to 
communications infrastructure that is documented in the architectural, structural, mechanical, 
and electrical drawings/documents shall be included as part of the contract documents. 

C. Section 270500 “Common Work Results for Communications”. 

D. Section 271000 “Structured Cabling”. 

E. Section 281300 “Access Control”. 

F. Section 282300 “Video Surveillance”. 

G. Section 283100 “Intrusion Detection”. 
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1.03 REFERENCES 

A. Specifications, Standards and Codes: All work shall be in accordance with the current editions 
of the following: 

1. ANSI/TIA 568 - Telecommunications Cabling for Commercial Buildings. 
2. ANSI/TIA 569 - Commercial Building Standard for Telecommunications Pathways and 

Spaces. 
3. ANSI/TIA 606 – Administration Standard for Commercial Telecommunications 

Infrastructures. 
4. ANSI/TIA 607 – Generic Telecommunications Bonding and Grounding (Earthing) for 

Customer Premises. 
5. International Standards Organization/International Electro Technical Commission 

(ISO/IEC) DIS 11801. 
6. ANSI/TIA 862 – Building Automation Systems Cabling Standard for Commercial 

Buildings.  
7. International Standards Organization (ISO) 7816. 
8. Underwriters Laboratories (UL) Cable Certification and Follow up Program. 
9. National Electrical Manufacturers Association (NEMA). 
10. American Society for Testing Materials (ASTM). 
11. National Electric Code (NEC). 
12. Institute of Electrical and Electronic Engineers (IEEE). 
13. UL Testing Bulletin. 
14. Comply with the current version (at time of construction) of all applicable codes and 

standards. 

B. Manufacturers hardening guide(s) – Latest version 

1.04 DEFINITIONS 

A. Terms: The following definitions of terms supplement those of the general requirements and are 
applicable to this section. 

B. Provide: As used herein shall mean "furnish, install, label and test (if applicable) complete." 
 

C. Infrastructure: As used herein shall mean j-hooks, conduits, sleeves and raceways with all 
required accessories; completely installed. 

D. Work: As used herein shall be understood to mean the materials completely installed, including 
the labor involved. 

E. A/E: Architect, engineer and/or consultant(s) 

F. AGC: Automatic gain control. 

G. CCD: Charge-coupled device. 

H. FTP: File transfer protocol. 

I. IP: Internet protocol. 

J. LAN: Local area network. 

K. MPEG: Moving picture experts group. 
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L. NTSC: National Television System Committee. 

M. PC: Personal computer. 

N. PTZ: Pan-tilt-zoom. 

O. RAID: Redundant array of independent disks. 

P. TCP: Transmission control protocol - connects hosts on the Internet. 

Q. UPS: Uninterruptible power supply. 

R. WAN: Wide area network. 

S. AHJ: Authority Having Jurisdiction 

T. Owner: Fort Smith Public Schools 

U. A/E: Architect, engineer, consultant and/or other members of the design team. 

1.05 PERFORMANCE REQUIREMENTS 

A. Surge Protection: Protect components from voltage surges originating external to equipment 
housing and entering through power, communication, signal, control, or sensing leads. Include 
surge protection for external wiring of each conductor's entry connection to components. 

1. Minimum Protection for Power Connections 120 V and More: Auxiliary panel suppressors 
complying with requirements in Section 264313 "Surge Protection for Low-Voltage 
Electrical Power Circuits." 

2. Minimum Protection for Communication, Signal, Control, and Low-Voltage Power 
Connections: Comply with requirements in Section 264313 "Surge Protection for Low-
Voltage Electrical Power Circuits" as recommended by manufacturer for type of line being 
protected. 

B. Tamper Protection: Tamper switches on enclosures, control units, pull boxes, junction boxes, 
cabinets, and other system components shall initiate a tamper-alarm signal when unit is opened 
or partially disassembled. Control-station, control-unit alarm display shall identify tamper alarms 
and indicate locations. 

C. Electrical Components, Devices, and Accessories: Listed and labeled as defined in NFPA 70, 
by a qualified testing agency, and marked for intended location and application. 

D. Comply with NECA 1. 

E. Comply with NFPA 70. 

F. Electronic data exchange between video surveillance system with an access-control system 
shall comply with SIA TVAC. 

1.06 DRAWINGS 

A. Drawings are generally diagrammatic and show the arrangement and location of pathways, 
outlets, support structures and equipment. The contractor shall carefully investigate the 
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structural and finish conditions affecting his work and arrange his work accordingly. Should 
conditions on the job make it necessary to adjust pathways or materials, the contractor shall so 
advise the A/E and secure approval before proceeding with such work. 

B. Where exact locations are required by equipment for stubbing-up and terminating conduit 
concealed in floor slabs, the contractor shall request shop drawings, equipment location 
drawings, foundation drawings, and any other data required by him to locate the concealed 
conduit before the floor slab is poured. 

C. Materials, equipment or labor not indicated but which can be reasonably inferred to be 
necessary for a complete installation shall be provided. Drawings and specifications do not 
undertake to indicate every item of material, equipment, or labor required to produce a complete 
and properly operating installation. 

D. The right is reserved to make reasonable changes in locations of equipment indicated on 
drawings prior to rough in without increase in contract cost. 

E. The contractor shall not reduce the size or number of conduit runs indicated on the drawings 
without the written approval of the A/E. 

F. Any work installed contrary to contract drawings shall be subject to change as directed by the 
A/E, and no extra compensation will be allowed for making these changes. 

G. The location of equipment, support structures, outlets, and similar devices shown on the 
drawings are approximate only. Do not scale drawings. Obtain layout dimensions for equipment 
from architectural plans unless indicated on communications plans. 

H. Schematic diagrams shown on the drawings indicate the required functions only. The 
technology of a manufacturer may be used to accomplish the functions indicated without exact 
adherence to the schematic drawings shown. Additional labor and materials required for such 
deviations shall be furnished at the contractor's expense. 

I. Verify the ceiling type, ceiling suspension systems, and clearance above hung ceilings prior to 
ordering cabling and associated hardware. Notify the A/E of any discrepancies. 

J. Review all architectural drawings for modular furniture. 

K. Portions of these drawings and specifications are abbreviated and may include incomplete 
sentences. Omissions of words or phrases such as "the contractor shall," "shall be," "as 
indicated on the drawings," "In accordance with," "a," "the" and "all are intended" shall be 
supplied by inference. 

1.07 ACTION SUBMITTALS 

A. Provide product data cut sheets for all listed products in section two of this specification with the 
following provisions: 

1. Provide electronic copies in pdf format. 
2. Provide manufacturer cut sheets for each piece of equipment specified. Include the 

manufacturer name, model number and description of each listed component. 

a. If the data sheet includes multiple part numbers or models the Contractor will 
indicate which model is being submitted by marking the appropriate model number 
with an “X” or an arrow. 
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3. Provide a copy of current manufacturer’s certifications for the company and for all 
personnel who will provide services on this project. 

B. Shop drawings are required for the submittal package and will contain the following information: 

1. Indicate the location of each device as it appears inside the building. Devices shall 
include all cable pathways, cameras and other devices associated with the video 
surveillance system. 

2. Each device shall be labeled as per the direction of the Owner representative. 
3. Line diagram drawings indicating the connecting points for all devices. 

C. No portion of the work shall commence, or equipment ordered until the architect, consultant and 
engineering team (A/E) and Owner have approved the submittals. 

1.08 INFORMATIONAL SUBMITTALS 

A. Field quality-control reports. 

B. Product Warranty: Sample of special warranty. 

1.09 CLOSEOUT SUBMITTALS 

A. Operation and Maintenance Data: For cameras, power supplies, infrared illuminators, monitors, 
videotape recorders, digital video recorders, video switches, and control-station components to 
include in emergency, operation, and maintenance manuals. Include the following: 

1. Lists of spare parts and replacement components recommended to be stored at the site 
for ready access. 

B. Closeout Submittals will be submitted under this section with the following provisions. 

1. Maintenance Data:  Include manufacturer’s operating instructions, original copies of all 
software, recommended maintenance required and maintenance intervals. 

2. A complete part list.  
3. A spreadsheet containing the following information about the video surveillance system: 

a. Camera numbers 
b. IP Address assigned to each device (Obtained from Owner representative) 
c. MDF or IDF room that the cable originates from as per the design documents 
d. Port number of the patch panel where the device is connected. 
e. Port number of the switch where the device is connected. (Obtained in 

coordination with Owner representative) 

4. Record drawings shall show the following: 

a. Update the original submittals of the floor plans. Relocate any device that may 
have been moved or altered during the life span of the project.  

b. Each device shall be labeled as per the direction of the Owner representative. 
c. Update the line diagram drawings provided during the submittal phase that 

indicated device locations back to the IDF. This will include any changes to the 
camera numbering or locations. 

d. Title blocks used on all drawings will be that of the contractor and shall include the 
following: 
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1) Company name  
2) Company address and phone number for service 
3) Date on the drawings will match the date of acceptance for warranty 

purposes. 
5. Drawing documentation will be in the following format: 

a. Two (2) electronic copies on USB flash drives. 

1) Drawings will be in both CAD (DWG) and PDF format and the contractor will 
include all files on each drive.  

2) Provide all drawings in black and white. Do not provide electronic drawings 
in color. 

6. Drawings shall be provided to the A/E for review and acceptance prior to the Owner’s 
final acceptance of the project.  

a. The drawings will be reviewed with the A/E and the Owner prior to the final 
acceptance process. Drawings rejected for any reason will delay the final 
acceptance process until resolved. 

b. Completed record drawing will be required for use during the final acceptance 
process of the construction project. Failure to produce the record drawing during 
this process will result in a delay in the final acceptance to the project. 

1.10 QUALITY ASSURANCE 

A. Cable installation; refer to Division 27 for all network cabling requirements. 

B. Contractor 

1. Contractor is defined as an employer of workers trained and approved by manufacturer. 
2. The contractor will utilize the authorized manufacturer components and distribution 

channels in provisioning this project. Contractors must be prepared to submit authorized 
manufacturer factory training certificates. 

3. The contractor shall have a minimum of three (3) years of recent experience with the 
proposed manufacturer’s products.  

4. Contractor shall have a minimum of five (5) years’ experience with the design, 
programming, installation and project management of video surveillance systems. 

5. The contractor shall provide current security installation/maintenance license from the 
state or other jurisdiction(s) if required by the Owner and/or local AHJ. 

6. The contractor shall have adequately trained personnel in the usage of such tools and 
equipment and shall provide a quantity of certified technicians as part of their submittal 
response. 

7. The contractor must have previously established offices located within sixty (60) miles of 
the owner administration building. 

8. The contractor shall not have any grievances or complaints of record regarding 
workmanship, code compliance or service response. A contractor that has any prior 
finding(s) of a license violation or has any litigation in process is unacceptable.  

9. The Owner reserves the right to reject bid of any bidder who has previously failed to 
perform properly, or complete on time, contracts of a similar nature. 

C. No portion of this project shall be performed by subcontractors. unless approved by Owner or 
Owner representative. 
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D. Unqualified bidders may not partner with a qualified bidder for any reason unless approved by 
Owner. 

E. The contractor shall coordinate communications work with that of other sections as required 
ensuring that the entire communications work will be carried out in an orderly, complete and 
coordinated fashion. 

1.11 DELIVERY STORAGE AND HANDLING 

A. Comply with requirements of the delivery storage and handling specification sections in the 
project specification book, if applicable.  

B. Deliver materials in manufacturer's original, unopened, undamaged containers with 
identification labels intact. 

C. Store materials protected from exposure to harmful environmental conditions and at 
temperature conditions recommended by manufacturer. 

D. Handle products and systems in accordance with manufacturer's instructions. 

E. Contractor is required to remove all empty containers and other trash associated with the 
system. This includes all packaging, excess cable and other materials that hold no value to the 
Owner. 

1.12 PROJECT CONDITIONS 

A. The contractor shall review contractor documents and field conditions prior to the work. 

B. Comply with requirements of referenced standards and recommendations of material 
manufacturers for environmental conditions before, during, and after installation. 

C. Do not begin installation until instructed to perform by the Owner or Owner’s representative. 

D. While on campus or on any land owned by the Owner all contractors will comply with Owner 
policies concerning alcohol, tobacco and firearms as well as any other Owner policy governing 
dress, behavior etc. 

E. Coordinate with the Owner in obtaining all the required IP addresses 

F. The Owner makes no representations as to the accuracy or completeness of the site 
information furnished to the contractor by the Owner and does not expressly or impliedly 
warrant same and is not responsible for any interpretations or conclusions reached by the 
contractor with respect thereto. It is contractor's sole responsibility to verify to its own 
satisfaction all site information. 

G. The contractor is responsible for having visited the site and ascertained pertinent local 
conditions such as location, accessibility, and character of the site or building, the character and 
extent of existing work within and adjacent to the site, and any other work being performed 
thereon at the time of the submission of his proposal. Any failure to do so will not relieve him 
from responsibility for successfully performing the work without additional expense to the 
Owner. 
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H. The contractor shall take field measurements and verify field conditions and shall carefully 
compare such field measurements and conditions and other information known to the contractor 
with the contract documents before commencing activities. Errors, inconsistencies or omissions 
discovered shall be reported to the Owner at once. 

I. If in the performance of the contract, subsurface, latent, or concealed conditions at the site are 
found to be materially different from the information included in this specification and related 
drawings, or if unknown conditions of an unusual nature are disclosed differing materially from 
the conditions usually inherent in work of the character shown and specified, the Owner shall be 
notified in writing of such conditions before they are disturbed. A/E, with the approval of the 
Owner, will promptly make such changes the specifications as deemed necessary to conform to 
the different conditions, and any increase or decrease in the work, or in the time within which 
the work is to be completed, resulting from such changes will be adjusted by change order 
subject to the prior approval of the Owner. 

J. Before submitting its proposal to the Owner, and continuously after execution of the contract, 
the contractor shall carefully study and compare this specification and shall at once report to the 
Owner any error, inconsistency or omission the contractor may discover, including any 
requirements which may be contrary to any law, ordinance, rule, regulation or order of any 
public authority bearing on the performance of the work. By submitting its proposal for the 
contract and the work, the contractor agrees that the specification and related drawings appear 
accurate, consistent, and complete insofar as can reasonably be determined. If the contractor 
has reported in writing an error, inconsistency or omission, has promptly stopped the affected 
work until otherwise instructed, and has otherwise followed the instructions of the Owner, the 
contractor shall not be liable to the Owner for any damage resulting from any such errors, 
inconsistencies or omissions in this specification and resulting contract documents. The 
contractor shall perform no portion of the work at any time without the contract documents and, 
where required, approved project drawings, product data or samples for such portion of the 
work. 

K. Prior to submitting bids of the project, visit the site of the work to become aware of existing 
conditions that may affect the cost of the project. Where work under this project requires 
extension, relocation, reconnections or modifications to existing equipment or systems, the 
existing equipment or systems, shall be restored to their original condition before the completion 
of this project. 

1.13 WARRANTY AND MAINTENANCE AGREEMENTS 

A. Comply with requirements of project closeout submittals and this specification.  

B. The contractor warrants to the Owner that all materials and equipment furnished under this 
specification will be new unless otherwise specified, and that all work will be of good quality, 
free from faults and defects and in conformance with this specification. All work not conforming 
to these requirements, including substitutions not properly approved and authorized, may be 
considered defective. If required by the Owner, the contractor shall furnish satisfactory evidence 
as to the kind and quality of materials and equipment.  

C. The contractor warrants the materials, workmanship and work to be in conformance with the 
contract documents included in this Project, for (1) one year from date of Owner acceptance 
unless a longer warranty or special guarantee is specified. Contractor shall assign to Owner all 
warranties and guarantees from or rights against any manufacturer, supplier or distributor of 
equipment, fixtures and other material installed in or incorporated in the work at the time of 
acceptance by Owner.  
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D. All recall notices occurring during the manufacturer’s warranty period will automatically be 
forwarded to the Owner.  

E. All recall notices occurring after the expiration of the manufacturer’s warranty will be forwarded 
to the Owner for a period of 2 years after the warranty expires. 

F. The warranty binds the contractor to correct any work that does not conform to such contract 
documents or any defects in workmanship or materials furnished under this contract which may 
be discovered within the warranty period. The contractor shall, at its own expense, correct such 
defect after receiving notice from the Owner by repairing same to the condition called for in the 
contract documents.  

G. Contractor shall warrantee the repaired/replace item from date of repair/replacement until the 
time that the warranty for the original part would have expired from date of original project 
acceptance. This warranty shall cover parts, labor, travel and all other expenses. 

H. All replacement, installation, integration, maintenance and testing provided in conjunction with 
the warranty provisions of such contract will be provided at no additional cost to the Owner. 

I. Warranty service shall be provided based upon the type of system failure: 

1. Major System Failure; 

a. Major system failures are defined as failures that prohibit the use of a typical 
system function in one or more instructional spaces or pose a life safety concern. 
Such failures are considered a major impact to the Owner.  

b. Contractor shall provide service correcting the impact within eight (8) hours after 
notification by Owner or Owner’s representative and no later than the next 
business day if the notification falls after noon of the notification date. 

2. Minor System Failure; 

a. Minor system failures are defined as failures that do not inhibit typical system 
usage in an instructional space or pose no life safety concern.  

b. Contractor shall provide service within forty-eight (48) hours, after notification by 
Owner or Owner’s representative. 

3. Owner reserves the right to make the final determination of major or minor system 
failures and the right to coordinate the best times for service of any system failure. 

4. If it becomes necessary for the Owner to contract out for warranty repairs, due to an 
inability or failure of the contractor to perform such repairs, the Contractor shall reimburse 
the Owner for all invoices for parts, labor, materials, travel, per-diem, and all other related 
expenses such as shipping/handling costs to perform such repairs, within 30 days from 
presentation of an invoice from the Owner. The cost limitation for such repairs will not 
exceed the actual costs as listed above which are directly related to the repair. 

PART 2 - PRODUCTS   

2.01 MANUFACTURERS 

A. Manufacturers and model numbers shall not be substituted without specific notice in an 
addendum or other formal documentation process. Otherwise, where a specific manufacturer's 
product is indicated, products of other manufacturers listed as acceptable may be submitted for 
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approval based on the substitute product being, in the opinion of the Owner, of equivalent or 
better quality than that of the product specified. 

B. The following manufacturer is the Owner-standard for the integrated video management system 
and access control:  

1. Cisco Video Software Operations Manager (VSOM). 
2. Keri - Access Control Systems. 
3. Contractor shall include all software and licenses. 

2.02 VIDEO MANAGEMENT SOFTWARE 

2.03 INTERIOR CAMERAS 

A. Manufacturers: Subject to compliance with requirements, provide products by the following: 

1. Axis P3227-VE 

2.04 EXTERIOR CAMERAS 

A. Manufacturers: Subject to compliance with requirements, provide products by the following: 

1. Axis P3227-LVE 

2.05 SPECIALTY CAMERAS 

A. Manufacturers: Subject to compliance with requirements, provide products by the following: 

1. 180-Degree Camera – Axis P3807-PVE 

2. 360-Degree Camera – Axis M3058-PLVE 

3. Pan-Tilt-Zoom Camera – Axis Q6055 

2.06 CAMERA-SUPPORTING EQUIPMENT (MOUNTS) 

A. Camera mounts shall be of the same manufacturer as the camera. 

B. Mounts to be rated for the environment in which they are installed and the device they are 
supporting. 

2.07 WORKSTATIONS 

A. Manufacturers: Subject to compliance with requirements, available manufacturers offering 
products that may be incorporated into the Work include, but are not limited to the following: 

B. The following manufacturer is the Owner-standard for workstations: Dell Precision 3400 
Workstation 

http://www.specagent.com/Lookup?ulid=2508
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2.08 NETWORK VIDEO RECORDERS 

A. Internal storage of no less than 50TB useable on a RAID-5 array. 

B. Cisco UCS M5 Server Hardware 

C. Video and audio recording over TCP/IP network. 

D. Video recording of H.264 or H.265 streams. 

E. Video recording up to 1 Gbps for internal storage. 

F. Duplex Operation: Simultaneous recording and playback. 

G. Continuous and alarm-based recording. 

H. Full-Featured Search Capabilities: Search based on camera, time, or date. 

I. Automatic data replenishment to ensure recording even if network is down. 

J. Digital certification by watermarking. 

K. Internal RAID storage. 

L. Full integration with LAN, Intranet, or Internet through standard Web browser or video 
management software. 

M. Supports up to 50 devices. 

2.09 MISCELLANEOUS EQUIPMENT 

A. The contractor shall provide any necessary Velcro, clamps, j-hooks, and support hardware, etc., 
necessary to facilitate the installation of any component in the system. 

2.10 DATA TRANSMISSION WIRING 

A. Cable: Category 6 or 6A UTP cable. Refer to 271000. 

B. PoE Extender (If required for devices outside of TIA wiring distance limitations) 

1. CommScope PoE Extender 2-Port 
2. CommScope hybrid power/fiber cable. Conductor size based on length of cable and 

power requirements of the cameras. 
3. Power supplies as required. 
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PART 3 - EXECUTION 

3.01 EXAMINATION 

A. Examine pathway elements intended for cables. Check raceways and other elements for 
compliance with space allocations, installation tolerance, hazards to camera installation, and 
other conditions affecting installation. 

B. Examine roughing-in for LAN, WAN, and IP network before device installation. 

C. Proceed with installation only after unsatisfactory conditions have been corrected. 

3.02 WIRING 

A. Comply with requirements in Section 270528 "Pathways for Communications Systems." 

B. Wiring Method: Install cables in raceways unless otherwise indicated. 

1. Except raceways are not required in accessible indoor ceiling spaces and attics. 
2. Except raceways are not required in hollow gypsum board partitions. 
3. Conceal raceways and wiring except in unfinished spaces. 

C. Wiring within Enclosures: Bundle, lace, and train conductors to terminal points with no excess 
and without exceeding manufacturer's limitations on bending radii. Provide and use lacing bars 
and distribution spools. 

D. For communication wiring, comply with the following: 

1. Section 271000 "Structured Cabling." 

E. Grounding: Provide independent-signal circuit grounding recommended in writing by 
manufacturer. 

3.03 VIDEO SURVEILLANCE SYSTEM INSTALLATION 

A. Furnish and install, complete with all accessories and functioning video surveillance system for 
Owner’s facility. 

B. Unless otherwise specifically provided in this contract, all equipment, material, and articles 
incorporated in the work covered by this contract are to be new and of the most suitable grade 
for the purpose intended. 

C. Refer to the drawings for all camera locations. Cameras will be positioned in or near the 
locations shown on the drawings, but all final viewing areas and heights will be established with 
the client prior to installation. Failure to coordinate the views with the Owner prior to installation 
may result in cameras being relocated at the contractor expense. Contractor shall meet with the 
Owner technology and facilities managers, the Construction Manager previously awarded and 
division 26 electrical contractor, previously awarded, for all final rough in locations. 

D. The contractor shall notify the A/E and/or Owner if the proposed location is blocked by any 
obstructions and propose an alternate location for the camera as needed.  
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E. Contractor is required to provide for all device licenses that are required for a complete and 
functioning system. 

F. All work under this contract shall be performed in a skillful and professional manner. The 
contractor agrees to employ only orderly and competent employees, skillful in the performance 
of the type of work required under this contract; and agrees that whenever informed by the 
Owner in writing that any employee(s) on the work is (are), in its opinion, incompetent, unfaithful 
or disorderly, shall be discharged from the work and shall not again be employed on the work 
without the Owner's written consent. 

G. The contractor shall perform the work in accordance with the contract documents and 
submittals as well as all local and state codes. 

H. The contractor shall arrange for the securing of all necessary permits and pay for same. 

I. Components of the system will be installed in a neat, professional manner as deemed by the 
Owner and the A/E.  

J. Wiring color codes will be strictly observed and terminations will be uniform throughout the 
system. 

K. Do not place cameras in final locations where field of view objectives cannot be met. Confer 
with Owner representative on final placement of cameras prior to any final rough in. Failure to 
coordinate with the Owner representative prior to installing the cameras may result in relocation 
of the camera at the contractor’s expense. Position cameras to avoid direct light sources and 
extreme backlit situations. Orient camera for best image and adjust as required or directed by 
the Owner. 

L. Only equipment devices have been shown on the contract drawings. For the purposes of clarity, 
specific wiring between equipment has not been shown. 

M. All equipment and components shall be installed in strict compliance with manufacturer’s 
recommendations and the requirements of the components UL listing. Consult the 
manufacturer's installation manuals for all wiring diagrams, schematics, electrical requirements, 
cable types, and physical equipment sizes, etc., before beginning system installation. Refer to 
the manufacturer’s riser / connection diagrams for all specific system installation / termination / 
wiring data. 

N. All equipment and components shall be new and the manufacturer's current model. All like 
devices shall be of the same manufacturer and model number. 

O. Contractor shall provide only materials and equipment that are in current production and 
marketed to the public and education/government agencies at the time of bid/proposal. 

P. Contractor shall include with the bid/proposal a list of any products that have been discontinued, 
deemed obsolete, or an end of life (EOL) date has been released by the manufacturer. 

Q. Contractor shall notify the owner of any obsolete, discontinued and/or EOL in a timely manner 
and where possible shall provide the manufacturer’s EOL policy for all affected products. 

R. If after contract award, any included products are discontinued or deemed EOL, the contractor 
must request a substitution from the district in writing and provide comparable quality products 
with reasonable price adjustments, for the completion of the project. All price increases and 
product substitutions must be approved by the Owner prior to substitution by the contractor. 
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S. If a manufacturer releases an EOL date, or discontinues a product, during installation or within 
90 days after a project is declared by the district to be substantially complete, the contractor will 
notify the district in writing, and will work with the manufacturer on behalf of the Owner to 
procure replacement products and ensure minimal impact on the Owner during the transition to 
the new product. 

T. Labels: 

1. Handwritten labels are not acceptable. 
2. Do not place the IP addresses for the cameras on the outer domes or anywhere else they 

can be seen by the public.  

U. Interior and Exterior Cameras: 

1. The contractor will notify the A/E and/or Owner if the proposed location is blocked by any 
obstructions and propose an alternate location for the camera as needed.  

2. All ceiling mounted camera locations shall be supported from the structure at industry 
standard intervals for the size specified, utilizing proper anchoring devices and 
techniques for each type of camera mount used. Do not support camera devices from the 
drop ceiling or drop ceiling grid wire.  

a. In addition to grid supported mounts, all new ceiling cameras will be supported with 
additional security wire that will prevent the camera from falling should the ceiling 
grid be removed. This wire can be attached to the camera directly only by following 
the manufacturer’s recommendations.  

1) Do not install the support wire onto any other cable pathway, dedicated 
ceiling grid wire or sprinkler system. 

b. New ceiling mounted cameras at all other locations will be trimmed out with white 
colored mounts and trim kits unless noted otherwise. This is required for all lay in 
and/or drop ceiling locations.  

3. All exterior security cameras will be properly secured to the sides of the exterior wall at 
the locations shown on the technology drawings. 

a. All exterior and interior cameras will be mounted flat directly to the surface (brick, 
sheetrock, ceiling tile). 

b. Exterior cameras mounted flat on brick or concrete should use (qty 3) 3/16" 
anchors with appropriate metal screws.  

c. Interior cameras mounted to sheet rock should use (qty 3) steel self-drilling drywall 
anchors.  

d. Cameras at the corners will be mounted 24” from the corners of the building and at 
least 24” from any light fixtures. Cameras will be mounted at 10 to 12’ AFF unless 
the camera is designed to capture an area under an awning. The camera then will 
be mounted at the appropriate height under the canopy. 

e. Light pole cameras (if any) shall be installed at 14’ above the ground. 
f. NOTE: If any mounts or brackets are needed plastic anchors will NOT be 

acceptable. 

4. Apply RTV silicone to the base of wall-mounted cameras to mitigate ingress of water and 
pests. 

5. Wall-mounted cameras shall be positioned so that the network port is facing down. 
6. The contractor shall make a thorough inspection of all camera locations to ensure the 

following: 
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a. Confirm all devices are properly located and connected as per the technology 
drawings and the construction specification documents for a complete and 
functional system. 

b. Installed in accordance to manufacturer’s instructions. 

7. Protective film/plastic shall remain in place on all camera domes until installation is 
complete. Do not remove the film until all work has been completed to help prevent dust, 
debris and/or scratches. If a dome requires cleaning the contractor shall use a microfiber 
cloth and avoid damaging the dome surface. If the dome becomes scratched or damaged 
the contractor shall replace it at no additional cost to the Owner.  

8. Interior wall mounted camera locations (if applicable) will be mounted directly on the 
provided back box. Verify all locations on site. 

9. Interior wall mounted camera locations will be installed with white colored flush mounts 
and trim out kits.  

V. Camera Mounts: 

1. Provide the proper mount for all cameras based on mounting surface and mounting 
location. 

2. All exterior building fixed camera mounts will be colored white unless noted otherwise.  
3. Provide a goose neck style mount for corner-mounted camera location(s). 

W. Pathways, Wire, & Cable: 

1. All network cabling provided by division 270001. Any additional cables required for 
system functions will be provided and installed by the security contractor.  

a. Contractor shall provide any additional cabling that may be needed to provide 
additional power (above the 802.3af requirements) for exterior camera heaters, 
blowers etc. 

2. Seal all exterior cameras, including those under roof, with clear, UV-rated, RTV or silicon 
sealant at all locations where camera mount meets the wall surface.  

3. Backboxes and conduit for interior cameras will be provided by others.  
4. Contractor shall be responsible for dressing in the patch cables at each camera location. 

Contractor shall not allow the cables to rest on the ceiling tiles, conduits, pipes, 
insulation, HVAC ductwork or other trades pathways.  

a. All above-ceiling cabling installed for this system, if applicable, will be supported 
with j-hooks and/or cable tray where available secured to the building structural 
steel, walls, or by dedicated all thread rods or dedicated grid wire. Contractor will 
not share pathways with any other low voltage structured cable plant and will not 
use the grid wire that is supporting the ceiling at any time. 

b. Contractor will not secure j-hooks to the ceiling grid wire for any reason. Grid wire 
may be used to support independent j-hooks providing it is properly secured to the 
building structure. J-hooks will be spaced 48”-60” apart. 

X. Programming: 

1. Contractor shall furnish a new surveillance server with storage for the facility. 
a. Furnish video server as required to support the type and quantity of cameras 

indicated on contract documents. 
b. Provide sufficient video storage for all cameras based on the following recording 

parameters: 
1) 15 images/frames per second 
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2) High image quality 
3) H.264 and H.265 video compression 
4) Record on motion and full-time set pre/post alarm event recording to 30 

seconds. Assume 30-40% percentage of motion for interior and exterior 
cameras 

5) 14 days of video retention 
2. The system must be able to report the programmed alarm events through various means 

of communication including email, SMS Text and through the client software. 
3. The system will be required to record images based on criteria established in the 

specifications for all interior and exterior camera locations.  
4. All surveillance devices will be required to operate on the LAN.  
5. The system cameras shall be incorporated into the Cisco VSOM system by Owner.  
6. The contractor will be responsible for providing all required licenses for each camera 

being added to the system to include a 1-year Software Maintenance Agreement (SMA) 
with Cisco. 
a. The year will begin at the Owner’s approved substantial completion date and not at 

the date of purchase by the contractor. 
b. The following licenses shall be provided as part of this project; 
c. Primary camera license 
d. Object mapping license 
e. Camera failover license 
f. Portal license (if required) 

7. Contractor will furnish the new cameras as described in the camera schedule in the 
technology drawings. 

8. Owner will be responsible for performing the following programming: 
a. Load the electronic floor plans in .DWG of the facilities onto the system; program 

all the new icons showing each camera location.  
b. Set all camera views and angles with the Contractor. Label all new cameras per 

the direction of both parties.  Perform this coordination prior to the start of 
installation. 

c. Coordinate cable locations for the cameras with the Owner’s IT Department to 
ensure all ports on the Owner switches are properly configured.  

d. Video access permissions for designated personnel as directed by Owner. 
e. Provide MAC address information on all new cameras being installed. 

9. All camera and software licenses and accompanying software will be transferred to the 
Owner. 

10. Follow all manufacturer guidelines for protecting the Owner’s network from cyber-attacks. 
Reference the most recent version of following manufacturer hardening guides for best 
cyber security practices prior to installation of new devices on the Owner’s network: 

a. Axis (Latest Version) Hardening Guide for Cameras. 
b. Cisco (Latest version) Hardening Guide for VMS. 

3.04 FIELD QUALITY CONTROL 

A. Engage a manufacturer-certified technician to inspect, test, and adjust components, 
assemblies, and equipment installations, including connections. 

B. Tests and Inspections: 

1. Inspection: Verify that units and controls are properly installed, connected, and labeled, 
and that interconnecting wires and terminals are identified. 

2. Pretesting: Align and adjust system and pretest components, wiring, and functions to 
verify that they comply with specified requirements. Conduct tests at varying lighting 
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levels, including day and night scenes as applicable. Prepare video-surveillance 
equipment for acceptance and operational testing as follows: 

a. Prepare equipment list described in "Informational Submittals" Article. 
b. Verify operation of auto-iris lenses. 
c. Set back-focus of fixed focal length lenses. At focus set to infinity, simulate 

nighttime lighting conditions by using a dark glass filter of a density that produces a 
clear image. Adjust until image is in focus with and without the filter. 

d. Set back-focus of zoom lenses. At focus set to infinity, simulate nighttime lighting 
conditions by using a dark glass filter of a density that produces a clear image. 
Additionally, set zoom to full wide angle and aim camera at an object 50 to 75 feet 
away. Adjust until image is in focus from full wide angle to full telephoto, with the 
filter in place. 

e. Set and name all preset positions; consult Owner's personnel. 
f. Set sensitivity of motion detection. 
g. Connect and verify responses to alarms. 
h. Verify operation of control-station equipment. 

3. Test Schedule: Schedule tests after pretesting has been successfully completed and 
system has been in normal functional operation for at least 14 days. Provide a minimum 
of 10 days' notice of test schedule. 

4. Operational Tests: Perform operational system tests to verify that system complies with 
Specifications. Include all modes of system operation. Test equipment for proper 
operation in all functional modes. 

C. Video surveillance system will be considered defective if it does not pass tests and inspections. 

D. Prepare test and inspection reports. 

3.05 ADJUSTING 

A. Occupancy Adjustments: When requested within [12] <Insert number> months of date of 
Substantial Completion, provide on-site assistance in adjusting system to suit actual occupied 
conditions. Provide up to [two] <Insert number> visits to Project during other-than-normal 
occupancy hours for this purpose. Tasks shall include, but are not limited to, the following: 

1. Check cable connections. 
2. Check proper operation of cameras and lenses. Verify operation of auto-iris lenses and 

adjust back-focus as needed. 
3. Adjust all preset positions; consult Owner's personnel. 
4. Recommend changes to cameras, lenses, and associated equipment to improve Owner's 

use of video surveillance system. 
5. Provide a written report of adjustments and recommendations. 

3.06 CLEANING 

A. Clean installed items using methods and materials recommended in writing by manufacturer. 

B. Clean video-surveillance-system components, including camera-housing windows, lenses, and 
monitor screens. 
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3.07 TRAINING 

A. Contractor shall provide four on-site training sessions on the video surveillance system. 

B. Training sessions shall be conducted by the manufacturer. 

C. Training sessions shall be video recorded and provided to the Owner upon completion. 

3.08 TECHNICAL SUPPORT 

A. On site move day support 

1. Contractor will provide an additional 24 hours for technical support at such levels and at 
such times as the Owner deems necessary during the physical move to the site. 

B. The personnel providing technical support will: 

1. Have thorough and in-depth knowledge of the system and materials that were used as 
well as have direct project experience.  

2. Be skilled in all use of equipment and materials used under the contract. 
3. Be competent to troubleshoot and fix problems associated with contractor provided 

materials. 

C. Contractor will allow the Owner two weeks of recording time and will then return to adjust as 
directed by an authorized Owner representative. Contractor will coordinate this visit through the 
construction manager. 

3.09 FINAL ACCEPTANCE 

A. The contractor shall perform on-going reviews of all work for compliance with the contract 
documents with a representative from the A/E. All work will be performed in a high-quality 
manner and the overall appearance will be clean, neat and orderly. 

B. The following should be complete and in place before final system inspection & demonstration 
is scheduled and performed with Owner: 

1. Contractor has provided substantial completion report. 
2. All equipment shall be operating normally. 
3. All equipment software is installed and configured. 
4. All electronic devices are properly grounded. 
5. All powered devices have AC power from the proper circuit. 
6. All patch cables and jumpers are in place. 
7. Equipment labels are in place. 
8. The system documentation is complete with "as- built" drawings. 
9. Dust, debris, solder splatter, etc. is removed.  
10. All cables are dressed, routed, and labeled; all connections are consistent regarding 

polarity.  
11. To the best of the contractor’s knowledge, all contractual system specifications are fully 

met, in detail and intent. 
12. Any damage caused by contractor must be repaired (e.g. paint scratches, torn carpets, 

drywall damage, etc.). The contractor is responsible for the cost of these repairs.  

C. Contractor testing prior to proof-of-performance inspection: 
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1. The contractor shall test the systems prior to proof-of-performance inspection and 
confirm all systems to be working and complete. 

2. System Documentation to be Submitted 

a. Prior to final acceptance by Owner, all system closeout documentation must be 
delivered and made available during final acceptance walkthrough. 

1) Completed as-built record drawings 
2) Equipment manuals are delivered, or URL links are provided 
3) Install media 
4) Physical keys as appropriate 
5) Technical/Configuration Documentation 

a) login credentials 
b) Copies of all programming/configuration files 

6) Network information  
a) IP, MAC, IDF Port 
b) Cable test results 
c) Manufacturer warranty certificate/documentation 

7) Document specifying information on installed equipment of less than $100 in 
value. 

3. Final Acceptance Testing Verification 

a. Acceptance testing will be the responsibility of and performed by the contractor in 
the presence of the Owner. Coordinate this testing so that free access, work 
lighting, and electricity are available on the site. 

b. The contractor shall satisfy all items detailed in the final acceptance check-off list 
(punch list or Owner-provided rubric style worksheet). The list shall be a complete 
representation of specified sub-standard or unacceptable installation requirements. 
At the time of final acceptance punch list items shall be corrected until the system 
is found to be acceptable to the Owner and the construction manager. 
 

END OF SECTION 282300 


	PART 1 -  GENERAL
	1.01 SECTION INCLUDES
	A. The video surveillance systems installed, and work performed under this division of the specifications shall include but not necessarily be limited to the following:
	1. Video Management Software
	2. Interior Cameras
	3. Exterior Cameras
	4. Camera Supporting Equipment
	5. Workstations
	6. Network Video Recorder
	7. Miscellaneous Equipment
	8. Data Transmission Wiring

	B. The work to be done under this section of the specifications shall include the furnishing of labor, material, equipment and tools required for the complete installation of the work indicated on the drawings or as specified herein. All work to be co...

	1.02 RELATED SECTIONS
	A. Drawings and general provisions of the Contract, including General and Supplementary Conditions and Division 01 Specification Sections, apply to this Section.
	B. Applicable portions of general requirements/provisions shall be considered a part of this section and shall have the same force as if printed herein full. In addition, all information related to communications infrastructure that is documented in t...
	C. Section 270500 “Common Work Results for Communications”.
	D. Section 271000 “Structured Cabling”.
	E. Section 281300 “Access Control”.
	F. Section 282300 “Video Surveillance”.
	G. Section 283100 “Intrusion Detection”.

	1.03 REFERENCES
	A. Specifications, Standards and Codes: All work shall be in accordance with the current editions of the following:
	1. ANSI/TIA 568 - Telecommunications Cabling for Commercial Buildings.
	2. ANSI/TIA 569 - Commercial Building Standard for Telecommunications Pathways and Spaces.
	3. ANSI/TIA 606 – Administration Standard for Commercial Telecommunications Infrastructures.
	4. ANSI/TIA 607 – Generic Telecommunications Bonding and Grounding (Earthing) for Customer Premises.
	5. International Standards Organization/International Electro Technical Commission (ISO/IEC) DIS 11801.
	6. ANSI/TIA 862 – Building Automation Systems Cabling Standard for Commercial Buildings.
	7. International Standards Organization (ISO) 7816.
	8. Underwriters Laboratories (UL) Cable Certification and Follow up Program.
	9. National Electrical Manufacturers Association (NEMA).
	10. American Society for Testing Materials (ASTM).
	11. National Electric Code (NEC).
	12. Institute of Electrical and Electronic Engineers (IEEE).
	13. UL Testing Bulletin.
	14. Comply with the current version (at time of construction) of all applicable codes and standards.

	B. Manufacturers hardening guide(s) – Latest version

	1.04 DEFINITIONS
	A. Terms: The following definitions of terms supplement those of the general requirements and are applicable to this section.
	B. Provide: As used herein shall mean "furnish, install, label and test (if applicable) complete."
	D. Work: As used herein shall be understood to mean the materials completely installed, including the labor involved.
	E. A/E: Architect, engineer and/or consultant(s)
	F. AGC: Automatic gain control.
	G. CCD: Charge-coupled device.
	H. FTP: File transfer protocol.
	I. IP: Internet protocol.
	J. LAN: Local area network.
	K. MPEG: Moving picture experts group.
	L. NTSC: National Television System Committee.
	M. PC: Personal computer.
	N. PTZ: Pan-tilt-zoom.
	O. RAID: Redundant array of independent disks.
	P. TCP: Transmission control protocol - connects hosts on the Internet.
	Q. UPS: Uninterruptible power supply.
	R. WAN: Wide area network.
	S. AHJ: Authority Having Jurisdiction
	T. Owner: Fort Smith Public Schools
	U. A/E: Architect, engineer, consultant and/or other members of the design team.

	1.05 PERFORMANCE REQUIREMENTS
	A. Surge Protection: Protect components from voltage surges originating external to equipment housing and entering through power, communication, signal, control, or sensing leads. Include surge protection for external wiring of each conductor's entry ...
	1. Minimum Protection for Power Connections 120 V and More: Auxiliary panel suppressors complying with requirements in Section 264313 "Surge Protection for Low-Voltage Electrical Power Circuits."
	2. Minimum Protection for Communication, Signal, Control, and Low-Voltage Power Connections: Comply with requirements in Section 264313 "Surge Protection for Low-Voltage Electrical Power Circuits" as recommended by manufacturer for type of line being ...

	B. Tamper Protection: Tamper switches on enclosures, control units, pull boxes, junction boxes, cabinets, and other system components shall initiate a tamper-alarm signal when unit is opened or partially disassembled. Control-station, control-unit ala...
	C. Electrical Components, Devices, and Accessories: Listed and labeled as defined in NFPA 70, by a qualified testing agency, and marked for intended location and application.
	D. Comply with NECA 1.
	E. Comply with NFPA 70.
	F. Electronic data exchange between video surveillance system with an access-control system shall comply with SIA TVAC.

	1.06 DRAWINGS
	A. Drawings are generally diagrammatic and show the arrangement and location of pathways, outlets, support structures and equipment. The contractor shall carefully investigate the structural and finish conditions affecting his work and arrange his wor...
	B. Where exact locations are required by equipment for stubbing-up and terminating conduit concealed in floor slabs, the contractor shall request shop drawings, equipment location drawings, foundation drawings, and any other data required by him to lo...
	C. Materials, equipment or labor not indicated but which can be reasonably inferred to be necessary for a complete installation shall be provided. Drawings and specifications do not undertake to indicate every item of material, equipment, or labor req...
	D. The right is reserved to make reasonable changes in locations of equipment indicated on drawings prior to rough in without increase in contract cost.
	E. The contractor shall not reduce the size or number of conduit runs indicated on the drawings without the written approval of the A/E.
	F. Any work installed contrary to contract drawings shall be subject to change as directed by the A/E, and no extra compensation will be allowed for making these changes.
	G. The location of equipment, support structures, outlets, and similar devices shown on the drawings are approximate only. Do not scale drawings. Obtain layout dimensions for equipment from architectural plans unless indicated on communications plans.
	H. Schematic diagrams shown on the drawings indicate the required functions only. The technology of a manufacturer may be used to accomplish the functions indicated without exact adherence to the schematic drawings shown. Additional labor and material...
	I. Verify the ceiling type, ceiling suspension systems, and clearance above hung ceilings prior to ordering cabling and associated hardware. Notify the A/E of any discrepancies.
	J. Review all architectural drawings for modular furniture.
	K. Portions of these drawings and specifications are abbreviated and may include incomplete sentences. Omissions of words or phrases such as "the contractor shall," "shall be," "as indicated on the drawings," "In accordance with," "a," "the" and "all ...

	1.07 ACTION SUBMITTALS
	A. Provide product data cut sheets for all listed products in section two of this specification with the following provisions:
	1. Provide electronic copies in pdf format.
	2. Provide manufacturer cut sheets for each piece of equipment specified. Include the manufacturer name, model number and description of each listed component.
	a. If the data sheet includes multiple part numbers or models the Contractor will indicate which model is being submitted by marking the appropriate model number with an “X” or an arrow.

	3. Provide a copy of current manufacturer’s certifications for the company and for all personnel who will provide services on this project.

	B. Shop drawings are required for the submittal package and will contain the following information:
	1. Indicate the location of each device as it appears inside the building. Devices shall include all cable pathways, cameras and other devices associated with the video surveillance system.
	2. Each device shall be labeled as per the direction of the Owner representative.
	3. Line diagram drawings indicating the connecting points for all devices.

	C. No portion of the work shall commence, or equipment ordered until the architect, consultant and engineering team (A/E) and Owner have approved the submittals.

	1.08 INFORMATIONAL SUBMITTALS
	A. Field quality-control reports.
	B. Product Warranty: Sample of special warranty.

	1.09 CLOSEOUT SUBMITTALS
	A. Operation and Maintenance Data: For cameras, power supplies, infrared illuminators, monitors, videotape recorders, digital video recorders, video switches, and control-station components to include in emergency, operation, and maintenance manuals. ...
	1. Lists of spare parts and replacement components recommended to be stored at the site for ready access.

	B. Closeout Submittals will be submitted under this section with the following provisions.
	1. Maintenance Data:  Include manufacturer’s operating instructions, original copies of all software, recommended maintenance required and maintenance intervals.
	2. A complete part list.
	3. A spreadsheet containing the following information about the video surveillance system:
	a. Camera numbers
	b. IP Address assigned to each device (Obtained from Owner representative)
	c. MDF or IDF room that the cable originates from as per the design documents
	d. Port number of the patch panel where the device is connected.
	e. Port number of the switch where the device is connected. (Obtained in coordination with Owner representative)

	4. Record drawings shall show the following:
	a. Update the original submittals of the floor plans. Relocate any device that may have been moved or altered during the life span of the project.
	b. Each device shall be labeled as per the direction of the Owner representative.
	c. Update the line diagram drawings provided during the submittal phase that indicated device locations back to the IDF. This will include any changes to the camera numbering or locations.
	d. Title blocks used on all drawings will be that of the contractor and shall include the following:
	1) Company name
	2) Company address and phone number for service
	3) Date on the drawings will match the date of acceptance for warranty purposes.


	5. Drawing documentation will be in the following format:
	a. Two (2) electronic copies on USB flash drives.
	1) Drawings will be in both CAD (DWG) and PDF format and the contractor will include all files on each drive.
	2) Provide all drawings in black and white. Do not provide electronic drawings in color.


	6. Drawings shall be provided to the A/E for review and acceptance prior to the Owner’s final acceptance of the project.
	a. The drawings will be reviewed with the A/E and the Owner prior to the final acceptance process. Drawings rejected for any reason will delay the final acceptance process until resolved.
	b. Completed record drawing will be required for use during the final acceptance process of the construction project. Failure to produce the record drawing during this process will result in a delay in the final acceptance to the project.



	1.10 QUALITY ASSURANCE
	A. Cable installation; refer to Division 27 for all network cabling requirements.
	B. Contractor
	1. Contractor is defined as an employer of workers trained and approved by manufacturer.
	2. The contractor will utilize the authorized manufacturer components and distribution channels in provisioning this project. Contractors must be prepared to submit authorized manufacturer factory training certificates.
	3. The contractor shall have a minimum of three (3) years of recent experience with the proposed manufacturer’s products.
	4. Contractor shall have a minimum of five (5) years’ experience with the design, programming, installation and project management of video surveillance systems.
	5. The contractor shall provide current security installation/maintenance license from the state or other jurisdiction(s) if required by the Owner and/or local AHJ.
	6. The contractor shall have adequately trained personnel in the usage of such tools and equipment and shall provide a quantity of certified technicians as part of their submittal response.
	7. The contractor must have previously established offices located within sixty (60) miles of the owner administration building.
	8. The contractor shall not have any grievances or complaints of record regarding workmanship, code compliance or service response. A contractor that has any prior finding(s) of a license violation or has any litigation in process is unacceptable.
	9. The Owner reserves the right to reject bid of any bidder who has previously failed to perform properly, or complete on time, contracts of a similar nature.

	C. No portion of this project shall be performed by subcontractors. unless approved by Owner or Owner representative.
	D. Unqualified bidders may not partner with a qualified bidder for any reason unless approved by Owner.
	E. The contractor shall coordinate communications work with that of other sections as required ensuring that the entire communications work will be carried out in an orderly, complete and coordinated fashion.

	1.11 DELIVERY STORAGE AND HANDLING
	A. Comply with requirements of the delivery storage and handling specification sections in the project specification book, if applicable.
	B. Deliver materials in manufacturer's original, unopened, undamaged containers with identification labels intact.
	C. Store materials protected from exposure to harmful environmental conditions and at temperature conditions recommended by manufacturer.
	D. Handle products and systems in accordance with manufacturer's instructions.
	E. Contractor is required to remove all empty containers and other trash associated with the system. This includes all packaging, excess cable and other materials that hold no value to the Owner.

	1.12 PROJECT CONDITIONS
	A. The contractor shall review contractor documents and field conditions prior to the work.
	B. Comply with requirements of referenced standards and recommendations of material manufacturers for environmental conditions before, during, and after installation.
	C. Do not begin installation until instructed to perform by the Owner or Owner’s representative.
	D. While on campus or on any land owned by the Owner all contractors will comply with Owner policies concerning alcohol, tobacco and firearms as well as any other Owner policy governing dress, behavior etc.
	E. Coordinate with the Owner in obtaining all the required IP addresses
	F. The Owner makes no representations as to the accuracy or completeness of the site information furnished to the contractor by the Owner and does not expressly or impliedly warrant same and is not responsible for any interpretations or conclusions re...
	G. The contractor is responsible for having visited the site and ascertained pertinent local conditions such as location, accessibility, and character of the site or building, the character and extent of existing work within and adjacent to the site, ...
	H. The contractor shall take field measurements and verify field conditions and shall carefully compare such field measurements and conditions and other information known to the contractor with the contract documents before commencing activities. Erro...
	I. If in the performance of the contract, subsurface, latent, or concealed conditions at the site are found to be materially different from the information included in this specification and related drawings, or if unknown conditions of an unusual nat...
	J. Before submitting its proposal to the Owner, and continuously after execution of the contract, the contractor shall carefully study and compare this specification and shall at once report to the Owner any error, inconsistency or omission the contra...
	K. Prior to submitting bids of the project, visit the site of the work to become aware of existing conditions that may affect the cost of the project. Where work under this project requires extension, relocation, reconnections or modifications to exis...

	1.13 WARRANTY AND MAINTENANCE AGREEMENTS
	A. Comply with requirements of project closeout submittals and this specification.
	B. The contractor warrants to the Owner that all materials and equipment furnished under this specification will be new unless otherwise specified, and that all work will be of good quality, free from faults and defects and in conformance with this sp...
	C. The contractor warrants the materials, workmanship and work to be in conformance with the contract documents included in this Project, for (1) one year from date of Owner acceptance unless a longer warranty or special guarantee is specified. Contra...
	D. All recall notices occurring during the manufacturer’s warranty period will automatically be forwarded to the Owner.
	E. All recall notices occurring after the expiration of the manufacturer’s warranty will be forwarded to the Owner for a period of 2 years after the warranty expires.
	F. The warranty binds the contractor to correct any work that does not conform to such contract documents or any defects in workmanship or materials furnished under this contract which may be discovered within the warranty period. The contractor shall...
	G. Contractor shall warrantee the repaired/replace item from date of repair/replacement until the time that the warranty for the original part would have expired from date of original project acceptance. This warranty shall cover parts, labor, travel ...
	H. All replacement, installation, integration, maintenance and testing provided in conjunction with the warranty provisions of such contract will be provided at no additional cost to the Owner.
	I. Warranty service shall be provided based upon the type of system failure:
	1. Major System Failure;
	a. Major system failures are defined as failures that prohibit the use of a typical system function in one or more instructional spaces or pose a life safety concern. Such failures are considered a major impact to the Owner.
	b. Contractor shall provide service correcting the impact within eight (8) hours after notification by Owner or Owner’s representative and no later than the next business day if the notification falls after noon of the notification date.

	2. Minor System Failure;
	a. Minor system failures are defined as failures that do not inhibit typical system usage in an instructional space or pose no life safety concern.
	b. Contractor shall provide service within forty-eight (48) hours, after notification by Owner or Owner’s representative.

	3. Owner reserves the right to make the final determination of major or minor system failures and the right to coordinate the best times for service of any system failure.
	4. If it becomes necessary for the Owner to contract out for warranty repairs, due to an inability or failure of the contractor to perform such repairs, the Contractor shall reimburse the Owner for all invoices for parts, labor, materials, travel, per...



	PART 2 -  PRODUCTS
	2.01 MANUFACTURERS
	A. Manufacturers and model numbers shall not be substituted without specific notice in an addendum or other formal documentation process. Otherwise, where a specific manufacturer's product is indicated, products of other manufacturers listed as accept...
	B. The following manufacturer is the Owner-standard for the integrated video management system and access control:
	1. Cisco Video Software Operations Manager (VSOM).
	2. Keri - Access Control Systems.
	3. Contractor shall include all software and licenses.


	2.02 VIDEO MANAGEMENT SOFTWARE
	2.03 INTERIOR CAMERAS
	A. Manufacturers: Subject to compliance with requirements, provide products by the following:
	1. Axis P3227-VE


	2.04 EXTERIOR CAMERAS
	A. Manufacturers: Subject to compliance with requirements, provide products by the following:
	1. Axis P3227-LVE


	2.05 SPECIALTY CAMERAS
	A. Manufacturers: Subject to compliance with requirements, provide products by the following:
	1. 180-Degree Camera – Axis P3807-PVE
	2. 360-Degree Camera – Axis M3058-PLVE
	3. Pan-Tilt-Zoom Camera – Axis Q6055


	2.06 CAMERA-SUPPORTING EQUIPMENT (MOUNTS)
	A. Camera mounts shall be of the same manufacturer as the camera.
	B. Mounts to be rated for the environment in which they are installed and the device they are supporting.

	2.07 WORKSTATIONS
	2.08 NETWORK VIDEO RECORDERS
	A. Internal storage of no less than 50TB useable on a RAID-5 array.
	B. Cisco UCS M5 Server Hardware
	C. Video and audio recording over TCP/IP network.
	D. Video recording of H.264 or H.265 streams.
	E. Video recording up to 1 Gbps for internal storage.
	F. Duplex Operation: Simultaneous recording and playback.
	G. Continuous and alarm-based recording.
	H. Full-Featured Search Capabilities: Search based on camera, time, or date.
	I. Automatic data replenishment to ensure recording even if network is down.
	J. Digital certification by watermarking.
	K. Internal RAID storage.
	L. Full integration with LAN, Intranet, or Internet through standard Web browser or video management software.
	M. Supports up to 50 devices.

	2.09 MISCELLANEOUS EQUIPMENT
	A. The contractor shall provide any necessary Velcro, clamps, j-hooks, and support hardware, etc., necessary to facilitate the installation of any component in the system.

	2.10 DATA TRANSMISSION WIRING
	A. Cable: Category 6 or 6A UTP cable. Refer to 271000.
	B. PoE Extender (If required for devices outside of TIA wiring distance limitations)
	1. CommScope PoE Extender 2-Port
	2. CommScope hybrid power/fiber cable. Conductor size based on length of cable and power requirements of the cameras.
	3. Power supplies as required.



	PART 3 -  EXECUTION
	3.01 EXAMINATION
	A. Examine pathway elements intended for cables. Check raceways and other elements for compliance with space allocations, installation tolerance, hazards to camera installation, and other conditions affecting installation.
	B. Examine roughing-in for LAN, WAN, and IP network before device installation.
	C. Proceed with installation only after unsatisfactory conditions have been corrected.

	3.02 WIRING
	A. Comply with requirements in Section 270528 "Pathways for Communications Systems."
	B. Wiring Method: Install cables in raceways unless otherwise indicated.
	1. Except raceways are not required in accessible indoor ceiling spaces and attics.
	2. Except raceways are not required in hollow gypsum board partitions.
	3. Conceal raceways and wiring except in unfinished spaces.

	C. Wiring within Enclosures: Bundle, lace, and train conductors to terminal points with no excess and without exceeding manufacturer's limitations on bending radii. Provide and use lacing bars and distribution spools.
	D. For communication wiring, comply with the following:
	1. Section 271000 "Structured Cabling."

	E. Grounding: Provide independent-signal circuit grounding recommended in writing by manufacturer.

	3.03 VIDEO SURVEILLANCE SYSTEM INSTALLATION
	A. Furnish and install, complete with all accessories and functioning video surveillance system for Owner’s facility.
	B. Unless otherwise specifically provided in this contract, all equipment, material, and articles incorporated in the work covered by this contract are to be new and of the most suitable grade for the purpose intended.
	C. Refer to the drawings for all camera locations. Cameras will be positioned in or near the locations shown on the drawings, but all final viewing areas and heights will be established with the client prior to installation. Failure to coordinate the ...
	D. The contractor shall notify the A/E and/or Owner if the proposed location is blocked by any obstructions and propose an alternate location for the camera as needed.
	E. Contractor is required to provide for all device licenses that are required for a complete and functioning system.
	F. All work under this contract shall be performed in a skillful and professional manner. The contractor agrees to employ only orderly and competent employees, skillful in the performance of the type of work required under this contract; and agrees th...
	G. The contractor shall perform the work in accordance with the contract documents and submittals as well as all local and state codes.
	H. The contractor shall arrange for the securing of all necessary permits and pay for same.
	I. Components of the system will be installed in a neat, professional manner as deemed by the Owner and the A/E.
	J. Wiring color codes will be strictly observed and terminations will be uniform throughout the system.
	K. Do not place cameras in final locations where field of view objectives cannot be met. Confer with Owner representative on final placement of cameras prior to any final rough in. Failure to coordinate with the Owner representative prior to installin...
	L. Only equipment devices have been shown on the contract drawings. For the purposes of clarity, specific wiring between equipment has not been shown.
	M. All equipment and components shall be installed in strict compliance with manufacturer’s recommendations and the requirements of the components UL listing. Consult the manufacturer's installation manuals for all wiring diagrams, schematics, electri...
	N. All equipment and components shall be new and the manufacturer's current model. All like devices shall be of the same manufacturer and model number.
	O. Contractor shall provide only materials and equipment that are in current production and marketed to the public and education/government agencies at the time of bid/proposal.
	P. Contractor shall include with the bid/proposal a list of any products that have been discontinued, deemed obsolete, or an end of life (EOL) date has been released by the manufacturer.
	Q. Contractor shall notify the owner of any obsolete, discontinued and/or EOL in a timely manner and where possible shall provide the manufacturer’s EOL policy for all affected products.
	R. If after contract award, any included products are discontinued or deemed EOL, the contractor must request a substitution from the district in writing and provide comparable quality products with reasonable price adjustments, for the completion of ...
	S. If a manufacturer releases an EOL date, or discontinues a product, during installation or within 90 days after a project is declared by the district to be substantially complete, the contractor will notify the district in writing, and will work wit...
	T. Labels:
	1. Handwritten labels are not acceptable.
	2. Do not place the IP addresses for the cameras on the outer domes or anywhere else they can be seen by the public.

	U. Interior and Exterior Cameras:
	1. The contractor will notify the A/E and/or Owner if the proposed location is blocked by any obstructions and propose an alternate location for the camera as needed.
	2. All ceiling mounted camera locations shall be supported from the structure at industry standard intervals for the size specified, utilizing proper anchoring devices and techniques for each type of camera mount used. Do not support camera devices fr...
	a. In addition to grid supported mounts, all new ceiling cameras will be supported with additional security wire that will prevent the camera from falling should the ceiling grid be removed. This wire can be attached to the camera directly only by fol...
	1) Do not install the support wire onto any other cable pathway, dedicated ceiling grid wire or sprinkler system.

	b. New ceiling mounted cameras at all other locations will be trimmed out with white colored mounts and trim kits unless noted otherwise. This is required for all lay in and/or drop ceiling locations.

	3. All exterior security cameras will be properly secured to the sides of the exterior wall at the locations shown on the technology drawings.
	a. All exterior and interior cameras will be mounted flat directly to the surface (brick, sheetrock, ceiling tile).
	b. Exterior cameras mounted flat on brick or concrete should use (qty 3) 3/16" anchors with appropriate metal screws.
	c. Interior cameras mounted to sheet rock should use (qty 3) steel self-drilling drywall anchors.
	d. Cameras at the corners will be mounted 24” from the corners of the building and at least 24” from any light fixtures. Cameras will be mounted at 10 to 12’ AFF unless the camera is designed to capture an area under an awning. The camera then will be...
	e. Light pole cameras (if any) shall be installed at 14’ above the ground.
	f. NOTE: If any mounts or brackets are needed plastic anchors will NOT be acceptable.

	4. Apply RTV silicone to the base of wall-mounted cameras to mitigate ingress of water and pests.
	5. Wall-mounted cameras shall be positioned so that the network port is facing down.
	6. The contractor shall make a thorough inspection of all camera locations to ensure the following:
	a. Confirm all devices are properly located and connected as per the technology drawings and the construction specification documents for a complete and functional system.
	b. Installed in accordance to manufacturer’s instructions.

	7. Protective film/plastic shall remain in place on all camera domes until installation is complete. Do not remove the film until all work has been completed to help prevent dust, debris and/or scratches. If a dome requires cleaning the contractor sha...
	8. Interior wall mounted camera locations (if applicable) will be mounted directly on the provided back box. Verify all locations on site.
	9. Interior wall mounted camera locations will be installed with white colored flush mounts and trim out kits.

	V. Camera Mounts:
	1. Provide the proper mount for all cameras based on mounting surface and mounting location.
	2. All exterior building fixed camera mounts will be colored white unless noted otherwise.
	3. Provide a goose neck style mount for corner-mounted camera location(s).

	W. Pathways, Wire, & Cable:
	1. All network cabling provided by division 270001. Any additional cables required for system functions will be provided and installed by the security contractor.
	a. Contractor shall provide any additional cabling that may be needed to provide additional power (above the 802.3af requirements) for exterior camera heaters, blowers etc.

	2. Seal all exterior cameras, including those under roof, with clear, UV-rated, RTV or silicon sealant at all locations where camera mount meets the wall surface.
	3. Backboxes and conduit for interior cameras will be provided by others.
	4. Contractor shall be responsible for dressing in the patch cables at each camera location. Contractor shall not allow the cables to rest on the ceiling tiles, conduits, pipes, insulation, HVAC ductwork or other trades pathways.
	a. All above-ceiling cabling installed for this system, if applicable, will be supported with j-hooks and/or cable tray where available secured to the building structural steel, walls, or by dedicated all thread rods or dedicated grid wire. Contractor...
	b. Contractor will not secure j-hooks to the ceiling grid wire for any reason. Grid wire may be used to support independent j-hooks providing it is properly secured to the building structure. J-hooks will be spaced 48”-60” apart.


	X. Programming:
	1. Contractor shall furnish a new surveillance server with storage for the facility.
	a. Furnish video server as required to support the type and quantity of cameras indicated on contract documents.
	b. Provide sufficient video storage for all cameras based on the following recording parameters:
	1) 15 images/frames per second
	2) High image quality
	3) H.264 and H.265 video compression
	4) Record on motion and full-time set pre/post alarm event recording to 30 seconds. Assume 30-40% percentage of motion for interior and exterior cameras
	5) 14 days of video retention


	2. The system must be able to report the programmed alarm events through various means of communication including email, SMS Text and through the client software.
	3. The system will be required to record images based on criteria established in the specifications for all interior and exterior camera locations.
	4. All surveillance devices will be required to operate on the LAN.
	5. The system cameras shall be incorporated into the Cisco VSOM system by Owner.
	6. The contractor will be responsible for providing all required licenses for each camera being added to the system to include a 1-year Software Maintenance Agreement (SMA) with Cisco.
	a. The year will begin at the Owner’s approved substantial completion date and not at the date of purchase by the contractor.
	b. The following licenses shall be provided as part of this project;
	c. Primary camera license
	d. Object mapping license
	e. Camera failover license
	f. Portal license (if required)

	7. Contractor will furnish the new cameras as described in the camera schedule in the technology drawings.
	8. Owner will be responsible for performing the following programming:
	a. Load the electronic floor plans in .DWG of the facilities onto the system; program all the new icons showing each camera location.
	b. Set all camera views and angles with the Contractor. Label all new cameras per the direction of both parties.  Perform this coordination prior to the start of installation.
	c. Coordinate cable locations for the cameras with the Owner’s IT Department to ensure all ports on the Owner switches are properly configured.
	d. Video access permissions for designated personnel as directed by Owner.
	e. Provide MAC address information on all new cameras being installed.

	9. All camera and software licenses and accompanying software will be transferred to the Owner.
	10. Follow all manufacturer guidelines for protecting the Owner’s network from cyber-attacks. Reference the most recent version of following manufacturer hardening guides for best cyber security practices prior to installation of new devices on the Ow...
	a. Axis (Latest Version) Hardening Guide for Cameras.
	b. Cisco (Latest version) Hardening Guide for VMS.



	3.04 FIELD QUALITY CONTROL
	A. Engage a manufacturer-certified technician to inspect, test, and adjust components, assemblies, and equipment installations, including connections.
	B. Tests and Inspections:
	1. Inspection: Verify that units and controls are properly installed, connected, and labeled, and that interconnecting wires and terminals are identified.
	2. Pretesting: Align and adjust system and pretest components, wiring, and functions to verify that they comply with specified requirements. Conduct tests at varying lighting levels, including day and night scenes as applicable. Prepare video-surveill...
	a. Prepare equipment list described in "Informational Submittals" Article.
	b. Verify operation of auto-iris lenses.
	c. Set back-focus of fixed focal length lenses. At focus set to infinity, simulate nighttime lighting conditions by using a dark glass filter of a density that produces a clear image. Adjust until image is in focus with and without the filter.
	d. Set back-focus of zoom lenses. At focus set to infinity, simulate nighttime lighting conditions by using a dark glass filter of a density that produces a clear image. Additionally, set zoom to full wide angle and aim camera at an object 50 to 75 fe...
	e. Set and name all preset positions; consult Owner's personnel.
	f. Set sensitivity of motion detection.
	g. Connect and verify responses to alarms.
	h. Verify operation of control-station equipment.

	3. Test Schedule: Schedule tests after pretesting has been successfully completed and system has been in normal functional operation for at least 14 days. Provide a minimum of 10 days' notice of test schedule.
	4. Operational Tests: Perform operational system tests to verify that system complies with Specifications. Include all modes of system operation. Test equipment for proper operation in all functional modes.

	C. Video surveillance system will be considered defective if it does not pass tests and inspections.
	D. Prepare test and inspection reports.

	3.05 ADJUSTING
	A. Occupancy Adjustments: When requested within [12] <Insert number> months of date of Substantial Completion, provide on-site assistance in adjusting system to suit actual occupied conditions. Provide up to [two] <Insert number> visits to Project dur...
	1. Check cable connections.
	2. Check proper operation of cameras and lenses. Verify operation of auto-iris lenses and adjust back-focus as needed.
	3. Adjust all preset positions; consult Owner's personnel.
	4. Recommend changes to cameras, lenses, and associated equipment to improve Owner's use of video surveillance system.
	5. Provide a written report of adjustments and recommendations.


	3.06 CLEANING
	A. Clean installed items using methods and materials recommended in writing by manufacturer.
	B. Clean video-surveillance-system components, including camera-housing windows, lenses, and monitor screens.

	3.07 TRAINING
	A. Contractor shall provide four on-site training sessions on the video surveillance system.
	B. Training sessions shall be conducted by the manufacturer.
	C. Training sessions shall be video recorded and provided to the Owner upon completion.

	3.08 TECHNICAL SUPPORT
	A. On site move day support
	1. Contractor will provide an additional 24 hours for technical support at such levels and at such times as the Owner deems necessary during the physical move to the site.

	B. The personnel providing technical support will:
	1. Have thorough and in-depth knowledge of the system and materials that were used as well as have direct project experience.
	2. Be skilled in all use of equipment and materials used under the contract.
	3. Be competent to troubleshoot and fix problems associated with contractor provided materials.

	C. Contractor will allow the Owner two weeks of recording time and will then return to adjust as directed by an authorized Owner representative. Contractor will coordinate this visit through the construction manager.

	3.09 FINAL ACCEPTANCE
	A. The contractor shall perform on-going reviews of all work for compliance with the contract documents with a representative from the A/E. All work will be performed in a high-quality manner and the overall appearance will be clean, neat and orderly.
	B. The following should be complete and in place before final system inspection & demonstration is scheduled and performed with Owner:
	1. Contractor has provided substantial completion report.
	2. All equipment shall be operating normally.
	3. All equipment software is installed and configured.
	4. All electronic devices are properly grounded.
	5. All powered devices have AC power from the proper circuit.
	6. All patch cables and jumpers are in place.
	7. Equipment labels are in place.
	8. The system documentation is complete with "as- built" drawings.
	9. Dust, debris, solder splatter, etc. is removed.
	10. All cables are dressed, routed, and labeled; all connections are consistent regarding polarity.
	11. To the best of the contractor’s knowledge, all contractual system specifications are fully met, in detail and intent.
	12. Any damage caused by contractor must be repaired (e.g. paint scratches, torn carpets, drywall damage, etc.). The contractor is responsible for the cost of these repairs.

	C. Contractor testing prior to proof-of-performance inspection:
	1. The contractor shall test the systems prior to proof-of-performance inspection and confirm all systems to be working and complete.
	2. System Documentation to be Submitted
	a. Prior to final acceptance by Owner, all system closeout documentation must be delivered and made available during final acceptance walkthrough.
	1) Completed as-built record drawings
	2) Equipment manuals are delivered, or URL links are provided
	3) Install media
	4) Physical keys as appropriate
	5) Technical/Configuration Documentation
	a) login credentials
	b) Copies of all programming/configuration files

	6) Network information
	a) IP, MAC, IDF Port
	b) Cable test results
	c) Manufacturer warranty certificate/documentation

	7) Document specifying information on installed equipment of less than $100 in value.


	3. Final Acceptance Testing Verification
	a. Acceptance testing will be the responsibility of and performed by the contractor in the presence of the Owner. Coordinate this testing so that free access, work lighting, and electricity are available on the site.
	b. The contractor shall satisfy all items detailed in the final acceptance check-off list (punch list or Owner-provided rubric style worksheet). The list shall be a complete representation of specified sub-standard or unacceptable installation require...





